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Since emerging in late 2017 the phenomenon of has
developed rapidly, both in terms of technological

sophistication and
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https://sensity.ai/mapping-the-deepfake-landscape/
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What is Deepflakes

A deepfake refers to a specific kind of where a
person 1n an image or video is swapped with another person's
likeness.

- Meredith Somers




Reflect

What 1f you appear doing or something you didn’t say or do?



Deeptakes Forms




Reenactment

Using your facial or body movements to dictate the movements
of another person. ML Models MarioNETte and 1. Net,

Gaze Mouth Expression Pose Complete


https://arxiv.org/pdf/1911.08139.pdf
https://arxiv.org/pdf/1911.09224.pdf

Replacement

One person’s is mapped to another person (for example the
face swap filter on Snapchat). M[[. Models FaceShifter and

Face Replacement

Transfer  Swap



https://arxiv.org/abs/1912.13457
https://github.com/shaoanlu/faceswap-GAN

Editing

Altering the attributes of a in some way (like changing their
age or glasses).

Face Editing

Hair Article Age Beauty  Ethnicity



Synthesis

Generating completely ncw 1mages or videos with no target person.




The Tech Behind




Artificial Intelligence (Al)

Is a way of making machine behave in the way that
would be called if human were so behaving.

- John McCathy, 1957.



Artificial Intelligence (Al) Approaches

Artificial Intelligence

« Enable computer to do think
« Old school Al (Simple rule
systems) not used.

Machine learning

« Subset of Al that enable
computer to learn from
data.

Data Science Deep learning

» Understating or making sense of » Subset of ML that use a cascade
data of multiple layers of nonlinear
» Visualisation, Data ingineering, processing for pattern recognition

Data products etc and for feature learning.




Machine Learning (VL)

Is the field of study that gives computers the ability to
learn without being explicitly programmed by

- Arthur Samuel, 1959.




Machine Learning Algorithms

Linear Regression
Logistic Regression
Decision Trees
Random Forest




Deep Learning (D1)

Is a subfield of machine learning (ML) in artificial intelligence
(AT) that deals with algorithms inspired from the

and functioning of a brain to aid machines with
intelligence.
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Different Types of NNs

Regular Neural Networks

Convolutional Neural Networks
Recurrent Neural Networks

Graph Neural Networks

Generative Adversarial Neural Networks




Generative Adversarial Networks (GANSs)

A GAN 1s a system of two components (ncural networks)

Generator

Discriminator




Generative Adversarial Networks (GANs)

Real data

Discriminator

Real / Fake

| Random noise I-—)I Generator




Generative Adversarial Networks (GANs)

Generator:
This 1s the generative model itself. It takes a probability
distribution ( ) as input and tries to generate a

realistic output image.




Generative Adversarial Networks (GANs)

This takes two alternating inputs: the real images of the
training dataset or the generated fake samples from the
generator. It tries to determine whether the input 1image comes
from the real images or the



How Deepflakes Are Being Used?




Politics
Cybersecurity
Pornography




Distribution

Fashion
21.7%




Should We be Worried?




Deepfakes Detection




Microsoft Video Authenticator

Sensity

Deepware



https://blogs.microsoft.com/on-the-issues/tag/video-authenticator/
https://sensity.ai/
https://deepware.ai/

Open Discussion







